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Abstract
The Least Privilege Principle (the LP Principle) is a basic security

design rule according to which every program and every user of the
system should operate using the least set of privileges necessary to
complete the job (see, e.g., [27]). This principle underlies (some-

what implicitly) the concept of Public-Key Encryption in which the

asymmetric nature of the keys, the public key pk and the secret

key sk, allows a sender to encrypt a message but not to decrypt it.

Contrast this with Private-Key Encryption in which the ability of

sending an encrypted message comes with the ability of decrypting

messages.

In this paperwe look at the LP Principle in the context of Anamor-

phic Encryption (AE). AE provides a framework that establishes a

secure communication channel even with respect to an adversary

(the dictator) that receives pk and has the power to request sk. AE
achieves this by introducing an additional pair (sdk, rdk) of covert
keys. Then pk can be made public and sdk can be distributed to a

trusted ring of users (the anamorphic senders) to be used to embed

a second message (called anamorphic) into ciphertexts alongside

the regular one. The anamorphic message can be extracted from

the ciphertext using rdk by the anamorphic receiver. The existence

of an anamorphic message is covert. At times, unfortunately, past

AE breaks the LP Principle since the anamorphic sender in these

constructions (e.g., some of those in [PoPETS 23]) possesses the

privilege to also act as a regular message receiver. This break of

the LP Principle, potentially reducing the privacy guaranty of the

regular messages.

The contribution of this paper is two-fold. First we show that

a refinement of the notion of AE (called public-key AE [CRYPTO

24]) is sufficient to achieve the LP Principle across all actors of

AE and then we unveil a conceptually simple, yet general, new

methodology that achieves anamorphism for two important crypto-

graphic primitives (encryption and key-encapsulation) that respect

the LP Principle. Our new methodology is based on the concept

of Trapdoor-Aided Randomness Recovery by which one can gener-

ate special key pairs (pk, sk) that are still indistinguishable from
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regularly generated key pairs, but possess an associated trapdoor

td that first allows randomness extraction from a ciphertext (and

nothing more). Secondly, importantly, and differently from prior

proposals, the new trapdoor is different from and computationally

independent of “the decryption trapdoor key.” This methodology

allows for a generic construction of Public-Key AE, where, to date,

the single example known of public-key anamorphism relied on a

specific CCA encryption scheme.

We show concrete instantiations of the above methodology by

giving efficient anamorphic versions of the Dual Regev scheme

and of the Lindner-Peikert scheme. Technically, we first define a

new problem, called randomness finding (RFinding), which requires

that even if the adversary obtains the receiver’s secret key, then,

while it can decrypt, it cannot fully recover the randomness from

the ciphertext. Secondly, we reduce the standard LWE assumptions

to the hardness of RFinding for both schemes. Notably, in both

schemes we achieve public-key anamorphism utilizing the “trap-

door techniques for lattices” introduced by Micciancio and Peikert

[Eurocrypt 12].
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1 Introduction
Anamorphism [25] was motivated by the need to preserve the

privacy of communication even in the presence of an overreaching

authority (the dictator) that demands obtaining private keys of

parties (or dictating the party’s input). This concept was first studied

in the context of encryption. In an Anamorphic Encryption scheme

(AE in short), in addition to the regular key generation algorithm

KG, there is an associated anamorphic key generation algorithm
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aKG that returns the pair (pk, sk) of public and secret key and a pair
(sdk, rdk) of double keys called, respectively, the sender and the

receiver double key. The sender double key sdk is used as input to the
anamorphic encryption algorithm aEnc to produce an anamorphic
ciphertext act that carries two messages, the regular message m
and the anamorphic message am. The receiver double key rdk is

instead used as input to the anamorphic decryption algorithm aDec
to decrypt act, thus obtaining am. The secret key sk can be used to

decrypt act to obtain m but the anamorphic message am remains

IND-CPA secure even with respect to adversaries possessing sk.
Looking ahead, we note that the notion succeeds in separating the
role of a regular receiver (which is potentially an adversary) from

the role of an anamorphic receiver. Indeed, not only am remains

private, but the presence of the anamorphic message and keys is

covert even to an adversary (called the Dictator) that plays the role
of the regular receiver and has access to the public key pk and to
the secret key sk.

The Least Privilege Principle (LP Principle) is a basic design prin-

ciple of secure and private systems, according to which each role

must be given the least privilege sufficient to complete the task

assigned to the role (e.g., decrypt a ciphertext). Its use in the se-

curity of computer systems goes back at least to [27] and it has

been implicitly used since the early days of Cryptography. The

public key pk of an asymmetric encryption scheme can be seen a

way of giving the sender the least privilege sufficient to be able to

encrypt a message. This is not the case in symmetric encryption

where the same key used to encrypt can be used to decrypt as well,

and therefore there is no distinction between the role of a sender

and the role of a receiver. As we have seen, Anamorphism adds

another inter-channel layer of the LP Principle by distinguishing

the receiver privilege for the regular channel (encoded by sk) from
the receiver privilege for anamorphic channel (encoded by rdk).

The LP Principle has not been explicitly considered in the work

on AE even though it appears in some of the refinements of the no-

tion found in the AE literature. To be concrete, consider the anamor-

phic sender. For example, if one anamorphic sender is corrupted and

the keys in their possession can also decrypt, then message privacy

is destroyed. Far from being a theoretical possibility, in Section 4.3,

we shall give an example of an anamorphic construction from the

literature regarding the popular ElGamal [14] encryption scheme

that fails to observe the LP Principle.

Anamorphic KEM. In this paper, in addition to anamorphic encryp-

tion, we study public-key anamorphic KEM which can be used to

produce ciphertexts that covertly carry a randomly selected key K
along a regular message m. More precisely, an anamorphic cipher-

text act is ostensibly a ciphertext that carries a regular message m
encrypted for public key pk of the host encryption scheme; and the

dictator has the corresponding secret key sk. However, the owner
of the receiver double key rdk can extract from act a random key

K that was encapsulated into act at encryption time. In a public-
key anamorphic KEM, the anamorphic ciphertext can be produced

without any shared secret information (i.e., without sdk). In other

words, no private interaction is needed between sender and receiver

before they can anamorphically share K.
Anamorphic KEM seems to be very restricted when compared

to anamorphic encryption, since here the sender has no control

over the anamorphic message (which is the random key “sent by

the KEM”) but only over the regular message m (which is seen

by the dictator). We stress that public-key anamorphic KEM can

nevertheless (perhaps surprisingly) be very useful in the absence

of public-key anamorphic encryption. Indeed, it can be used to

anamorphically transfer the sdk (which thus plays the role of the

random key encapsulated by KEM) of an anamorphic encryption

in a ciphertext carrying a regular message. Due to the public-key

nature of the anamorphic KEM, no prior private interaction is

required. Once sdk is received from the anamorphic KEM, it can

be used to encrypt future anamorphic messages. In other words,

public-key anamorphic KEM can be used to set-up anamorphic

encryption (without the need of an initiating private channel) just

as regular (i.e., non-anamorphic) public-key KEM can be used to

distribute the encryption key of a symmetric encryption scheme.

The rest of the Introduction. In the next three subsections, we out-

line the contributions of the paper. We start by describing the

definitional contribution needed to formally express (and prove

adherence to) the Least Privilege Principle. We then give a new

randomness extraction methodology and show that this can be

used to construct anamorphism that obeys the LP Principle. Finally,

we show how to implement the principle outlined in the previous

section to Lattice-based Encryption.

1.1 Formalizing the LP Principle for
Anamorphism

Our first contribution is to explicitly define the LP Principle in the

context of anamorphism by introducing the notion of Least Privilege
Anamorphism (see Definition 4.7). For sake of concreteness, we

consider encryption, and the extension to KEM is straightforward.

We identify the four active roles in anamorphic encryption: the

regular and the anamorphic sender, and the regular and the anamor-

phic receiver. We consider the anamorphic receiver as the owner

of the system as it is the party that generates and distributes all

keys. We formally define the notion of LP for each of them (see

Definition 4.1, 4.3, 4.5) and then prove that the LP Principle is a

consequence of anamorphism for the roles of regular receiver and

regular sender (see Theorem 4.2 and 4.4) but not for the anamorphic

sender (see Theorem 4.6). In other words, anamorphism falls short

of providing full adherence to the LP Principle. We then identify

a sufficient condition for full adherence of AE to the LP Principle

in the concept of Public-Key Anamorphism, a strengthening of the

notion of AE introduced in [26], which eliminates the need for the

sender double key. Public-Key Anamorphism obeys the Least Privi-
lege Principle across the regular and the anamorphic channels in the

most direct way: by making the sdk empty. What changes is the

algorithm to be used: the regular encryption algorithm, if one wants

to use only the regular channel; and the anamorphic encryption

algorithm otherwise. This guaranties complete separation of the

sender/receiver roles across the two channels by obeying the LP

Principle (i.e., each key does only what it has been designed for).

The contributions outlined above are found in Section 4.

1.2 New Randomness Extraction Notions
We introduce the notion of Trapdoor Randomness Extractability and
propose this notion in two levels, a weaker one and a stronger one
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(see Def. 5.1 and 5.2), where each level allows for new anamorphic

constructions for strong forms of anamorphism.

Extractability. Generally speaking, an encryption scheme is Trap-
door Randomness-Extractable if it is possible to generate a pair

(pk, sk) of public and secret keys, along with a special (random-

ness) trapdoor td, and the generated pair is indistinguishable from

pairs of keys generated honestly by the usual key generation algo-

rithm (without the special trapdoor). The special trapdoor td can

be used in conjunction with sk to extract the randomness from a

ciphertext ct. We show that if an encryption scheme is Trapdoor

Randomness-Extractable then it enjoys a strong form of an anamor-

phism that we call Randomness-Requesting Anamorphism. Here, the

adversary A obtains the receiver’s secret key (as expected in the

anamorphic setting for encryption scheme), and, in addition, the

adversary can also ask the sender to provide the randomness used

to construct each ciphertext.

This demand arises because the adversary (i.e., the Dictator) sus-
pects the sender and wants to verify, with absolute certainty, that

she encrypted the message exactly as instructed (by combining ran-

domness and the message, then pre-processing and applying the

encryption key). Aware that she must provide proof to demonstrate

compliance, the sender adopts the following strategy: agrees to pro-

vide the randomness s but before doing so embeds an anamorphic

message within s. Specifically, the sender constructs s as a pseu-
dorandom ciphertext derived from a pre-shared key 𝐾 (which we

assume here and which is agreed upon in advance with the receiver)

and the anamorphic message. From the Dictator’s point of view, s
is indistinguishable from a truly random value, leaving no room

for suspicion and further demands. The sender then uses s as ran-
domness (with the anamorphic message embedded in it) to encrypt

an innocent message. Subsequently, the Dictator is provided with

both s and the resulting ciphertext for verification. The Dictator can
independently run the encryption algorithm using the supplied s
and the message he dictated. By comparing the resulting ciphertext

with the one provided by the sender, he can confirm that the sender

has indeed followed his instructions and sent the intended message.

Therefore, in the setting considered by Randomness-Requesting

Anamorphism the Dictator has complete knowledge about the ci-

phertext as it dictates the regular message, it knows the secret key

and it knows the randomness used. The Dictator is thus just one

step removed from impersonating the sender (i.e., impersonation

is when the dictator by himself determines the randomness and

the message!). Finally, the receiver uses the trapdoor td to extract

the randomness s hidden within the ciphertext and then uses 𝐾

to recover the anamorphic message. Note that the trapdoor td is

generated along with the pair (pk, sk) by the receiver itself and

therefore needs not to be communicated to the sender.

Strong Extractability gives adherence to the LP Principle.We also con-

sider a stronger notion that we call Strong Trapdoor Randomness

Extractability in which the special trapdoor td allows for random-

ness extraction but the same extraction is infeasible for an adver-

sary that does not have access to td. In other words, the encryption

function guarantees IND-CPA for the plaintext and one-wayness

security for the randomness even with respect to adversaries that,

like the Dictator, have access to the secret key.

Under this form of strong extractability, we obtain public-key

anamorphism for Encryption (in the sense of [26]) and KEM. As we

pointed out above, Public-Key Anamorphism obeys the LP Principle

for all the roles involved in AE, since the sender key is empty (and

therefore is indeed the least amount of information) and thus its role

is separated from the two receiver roles (anamorphic and regular).

Also, this implies that anamorphic sender and receiver do not need

to have a preliminary exchange/sharing of the double keys which

is important from the deployability of the concept. Let us explain

how this can be achieved.

If a random oracle 𝐻 is available and the randomness of a ci-

phertext is one-way, one can transmit a bit 𝑏 anamorphically (or

a message from a polynomially sized message space) by sampling

randomness s until 𝐻 (s) = 𝑏. Note that, since the dictator can-

not recover all s (a formal proof will be given), it cannot obtain

the anamorphic message 𝑏. Also, note that the receiver needs the

trapdoor td to extract the randomness from the ciphertext, but the

sender needs no extra information, and therefore no sender double

key must be transferred from the receiver to the sender; in other

words, the scheme is public-key anamorphic. The same approach

can be used to construct an anamorphic KEM: the anamorphic en-

capsulated key is simply 𝐻 (𝑠), which can be used as a long anamor-

phic shared key. This naturally gives rise to a hybrid anamorphic

scheme. The constructions are presented in Section 6.

Contrasting our results with recent impossibility results. The two

constructions of anamorphic encryption schemes outlined above

consider the underlying encryption schemes as a black box, pro-

vided that they are Trapdoor Randomness-Extractable (or Strongly

Trapdoor Randomness-Extractable). We stress that our construc-

tions are not in contrast with the upper bound on the message space

proved in [8] for black-box constructions of anamorphic encryption,

as we make the additional assumption that the encryption scheme

is Trapdoor Randomness-Extractable. We also want to stress that

the technique of sampling s until 𝐻 (s) = 𝑏 is called rejection sam-

pling (this was first used in the context of anamorphism in [25] and

before that in [17] and in [5]). In [9], it is shown that this technique

works provided that s has sufficient min entropy, which is the case

since we sample random bits of size poly(𝜆). This could be a prob-

lem if the input to the random oracle of the PRF is a ciphertext in

which case [9] showed that anamorphism is not guaranteed if the

ciphertext is from a specially designed encryption scheme that has

special messages with low min-entropy ciphertexts.

1.3 Applying the New Methodology
Having developed our methodology based on trapdoor random-

ness extraction, we move to applying it to lattice-based encryption

schemes, thus obtaining specific anamorphic encryption schemes.

We start by formally realizing the Strong Trapdoor Randomness

Extractability for the Dual Regev (DRegev) encryption scheme [15]

and for the Lindner-Peikert (LinP) encryption scheme [22]. To this

end, we define a new problem for these lattice-based schemes,

which we call RFinding (for randomness finding) and that consists

in recovering the randomness used in a ciphertext on input the

ciphertext itself, the public key used to produce the ciphertext, and

the secret key associated with it. To the best of our knowledge, this
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problem has not been considered before in lattice-based cryptogra-

phy. We then show that the RFinding problem is at least as hard as

the standard LWE problem.

• For the DRegev encryption scheme, we surprisingly reduce

the 𝑘-LWE problem [23] to the RFinding problem for the

case 𝑘 = 1 (i.e., just one hint which plays the role of the

secret key). Since 𝑘-LWE is proven to be equivalent to LWE,

we demonstrate that RFinding for DRegev is hard under the

LWE assumption.

• For the LinP encryption scheme, we reduce an extended ver-

sion of LWE, called HNFAextLWE, to the RFinding problem.

As shown in [16], the standard LWE reduces to this extended

version of LWE. Hence, we prove that RFinding for LinP is

hard under the LWE assumption.

We then show that, by employing the trapdoor technique intro-

duced by Micciancio and Peikert [24], we can embed hidden trap-

doors when generating public keys for both the DRegev encryption
scheme and the LinP encryption scheme. With these trapdoors, the

receiver can recover the randomness for both schemes; in other

words, knowledge of the trapdoormakes theRFinding problem easy.

Along with the hardness of RFinding, this gives Strongly Trapdoor

Randomness-Extractable for DRegev and for LinP.
We note that since the DRegev scheme is designed to be com-

patible with the associated trapdoor for IBE, generating a trapdoor

does not impose any additional parameter conditions beyond those

of the original scheme. In contrast, for the LinP encryption scheme,

associating the public key with a trapdoor requires a restriction

on the size parameters: the public matrix 𝐴 must have dimensions

𝑛 ×𝑚 with𝑚 ≥ 𝑛 log𝑞, which may not be satisfied by all instances

of the scheme. The LinP scheme is considered the foundational en-

cryption framework for several recent post-quantum cryptosystems

standardized by NIST. However, we do not claim the anamorphism

for these standards, as their parameters are optimized and do not

satisfy our condition. This, instead, opens an interesting question

for further research: study anamorphism within NIST standards

with their concrete parameters.

The results described in this section are found in Section 7 and

Section 8.

1.4 Related Work
As we have pointed out, the notion of anamorphic encryption

was introduced in [25] and developed further by [21] and by [26]

that showed deep connections of anamorphism with CCA security.

The work of [4] introduced the notion of robust anamorphic en-

cryption and the notion of anamorphism was extended to other

cryptographic primitives in [20].

More recently, there has been a flurry of activity around this

notion. We mention the foundational work that explore the limi-

tations of anamorphism [2, 6, 8, 13] that gives limitations on the

efficiency of black-box constructions and encryption schemes that

cannot be made anamorphic at all. The work of [3] proposed to

spread the anamorphic message over several ciphertexts for the

purpose of obtaining simpler and more efficient anamorphic en-

cryption schemes. Also, we mention the work of [10] that extends

the notions of anamorphism and explores the relations among the

various notions.

Concurrently to our work, Deo and Libert [11] and Banerjee et

al. [3] have recently and independently proved that the DRegev en-
cryption scheme is public-key anamorphism; they used techniques

different from the ones derived from our general methodology,

as we outlined above. Indeed, Banerjee et al. [3] work in a differ-

ent kind of multi-message extension which requires more than

one ciphertext to recover the anamorphic message (thus losing an

important property of zero-latency in encryption). Deo and Lib-

ert [11] employ an encoding technique to embed the message and

then incorporate it into the randomness. This results in a non-black-

box construction, followed by a direct security proof of the whole

scheme. Our approach is different and more modular. We first show

that if the randomness of the ciphertext is one-way even given the

secret decryption key, one can construct public-key anamorphic en-

cryption and KEM. Then we apply this general approach toDRegev
scheme by establishing the “unrecoverability of randomness” given

the secret key (exactly as in the specification of the scheme), from

a standard assumption (here, 1-LWE, which is equivalent to LWE,

from [23]). To the best of our knowledge, this is the first work to

formally define and achieve this. Our modular approach helps us

extend the result to the Lindner-Peikert scheme.

2 Preliminaries and Tools
In this section we set-up our notation and introduce the tools we

use in our constructions.

We denote the security parameter by 𝜆. We denote set of real

numbers byR and the integers byZ. Let [𝑛] denote the set {1, 2, . . . , 𝑛}
for an integer 𝑛. For any 𝑞 ≥ 2, we let Z𝑞 denote the ring of inte-

gers with addition and multiplication modulo 𝑞. Let ⌊𝑥⌋ denote the
largest integer less than or equal to 𝑥 , and let the rounding function

for a real number 𝑥 , denoted by ⌊𝑥⌉, be the closest integer to 𝑥 . If
𝑥 is exactly halfway between two integers, the rounding function

rounds to the nearest even integer. Denote T = R/Z as the group
of reals [0, 1) with mod 1 addition.

A probabilistic polynomial time (PPT) algorithm A runs in time

polynomial in the (implicit) security parameter 𝜆. A function 𝑓 (𝜆)
is negligible in 𝜆 if it is 𝑂 (𝜆−𝑐 ) for every 𝑐 ∈ N and we write

𝑓 = negl(𝜆) for short. We say that a probability is overwhelming

if it is 1 − negl(𝜆). Similarly, we write 𝑓 = poly(𝜆) if 𝑓 (𝜆)) is a
polynomial with variable 𝜆. We let ⟨a, b⟩ denote the inner product
of the vectors a and b of the same length.

If 𝐷 is a probability distribution, 𝑥 ← 𝐷 means that 𝑥 is sampled

from 𝐷 and if 𝑆 is a countable set, 𝑥
$← 𝑆 means that 𝑥 is sampled

uniformly and independently at random from 𝑆 . We also let 𝑈 (𝑆)
denote the uniform distribution over 𝑆 . If 𝐷1 and 𝐷2 are distribu-

tions over a countable set 𝑋 , their statistical distance is defined to

be
1

2

∑
𝑥∈𝑋 |𝐷1 (𝑥) − 𝐷2 (𝑥) | and will be denoted by Δ (𝐷1, 𝐷2). We

say that two distributions (two ensembles of distributions indexed

by 𝑛) are statistically close if their statistical distance is negligible

in 𝑛. Further, we say that two distributions 𝐷0 and 𝐷1 are com-

putationally indistinguishable, denoted 𝐷0 ≈ 𝐷1, if for all PPT

adversaries A, we have

��Pr [𝑥0 ← 𝐷0 : A
(
1
𝑛, 𝑥0

)
= 1

]
− Pr

[
𝑥1 ← 𝐷1 : A

(
1
𝑛, 𝑥1

)
= 1

] �� = negl(𝑛) .
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2.1 Encryption with Pseudorandom Ciphertexts
We recall the notion of a symmetric encryption scheme prE =

(prKG, prEnc, prDec) with pseudorandom ciphertexts using the fol-
lowing game PRCtG𝑏prE,A , where 𝑏 ∈ {0, 1} and A is a PPT adver-

sary. We assume that prE for security parameter 𝜆 encrypts𝑛(𝜆)-bit
plaintexts into ℓ (𝜆)-bit ciphertexts.

PRCtG𝑏prE,A (𝜆)
(1) Set 𝐾 ← prKG(1𝜆)
(2) Return AOPr𝑏 (𝐾,· ) (), where

OPr0 (𝐾, m) returns a randomly selected ℓ (𝜆)-bit string;
OPr1 (𝐾, m) = prEnc(𝐾, m) .

Definition 2.1. Let prE = (prKG, prEnc, prDec) be an IND-CPA

symmetric encryption scheme. We say that prE has pseudorandom
ciphertexts if for every PPT adversary A we have���Pr[PRCtG0

prEnc,A (𝜆) = 1] − Pr[PRCtG1

prEnc,A (𝜆) = 1]
��� ≤ negl(𝜆).

Note that pseudorandomness of the ciphertexts implies IND-CPA

security. Also, symmetric encryption schemes with pseudorandom

ciphertexts can be constructed starting from one-way functions.

3 Anamorphic Encryption
In Section 3.1, we review the basic notion of Anamorphic Encryp-

tion. In Section 3.2 we consider security against an adversary that,

in addition to the decryption key of the receiver, also obtains the

randomness used by the sender to construct the ciphertext.

3.1 The Basic Notion
In this section we give the basic notion of anamorphic encryption.

Since we want to be able to distinguish between the different roles,

we adopt the definition of [7] further refined by [26]. The original

definition of [25] can be obtained by setting the double key dkey to
be the concatenation of the sender and of the receiver double key

(as defined below) and passing dkey to the anamorphic encryption

and decryption algorithms.

We start by recalling the syntax of an anamorphic triplet followed
by the notion of receiver anamorphic encryption scheme.

Definition 3.1 (Anamorphic Triplet). We say that a triplet AME =

(aKG, aEnc, aDec) of PPT algorithms is an anamorphic triplet if
• the anamorphic key generation algorithm aKG takes as input

the security parameter 1
𝜆
and returns a pair (apk, ask) of

anamorphic keys and a pair (sdk, rdk) of sender and receiver
double key;
• the anamorphic encryption algorithm aEnc takes as input
the anamorphic public key apk, the sender double key sdk,
and twomessages, the regular message m and the anamorphic
message am, and returns an anamorphic ciphertext act;
• the anamorphic decryption algorithm aDec takes as input the
anamorphic secret key ask, the receiver double key rdk, and
an anamorphic ciphertext act and returns an anamorphic

message am;

and, in addition, the following correctness requirement is satisfied

• for every regular message m and anamorphic message am, it
holds that aDec(ask, rdk, act) = am except with negligible

in 𝜆 probability, where ((apk, ask), (sdk, rdk)) ← aKG(1𝜆)
and act← aEnc(apk, sdk, m, am).

We are now ready to present the notion of receiver anamorphic

encryption.

Definition 3.2 (Anamorphic Encryption Scheme). An IND-CPA

secure encryption scheme E = (KG, Enc,Dec) is anamorphic if
there exists an anamorphic triplet AME = (aKG, aEnc, aDec) such
that for every PPT adversary A there exists a negligible function

negl such that��
Pr[RealGE,A (𝜆) = 1] − Pr[AnamorphicGAME,A (𝜆) = 1]

�� ≤ negl(𝜆),
where the games are defined in Figure 1.

The random oracle. The definitions in this section are given in the

so-called standard model. They can be adapted in a straightforward

way to the random oracle model by giving access to all parties

(honest algorithms, anamorphic algorithms and adversary A) to

the random oracle. We omit the formal definition.

3.2 Randomness Requesting Adversary
In this section we formalize the concept of Randomness-Requesting
Anamorphism; that is, anamorphism when the adversary requests

the randomness of the ciphertext. We augment the notion of an

anamorphic triplet by requiring aEnc to also output the randomness

(so to satisfy the request of the adversary) and then we describe

the security game. The notion of Randomness-Requesting Anamor-

phism is especially suited when the randomness of the ciphertext

cannot be extracted with the help of the sk. This setting is captured
by our notion of a Strongly Trapdoor Randomness-Extractable

encryption scheme (see Definition 5.2).

Definition 3.3. A randomness-declaring anamorphic triplet is an

anamorphic triplet randAME = (aKG, aEnc, aDec) where aEnc has
the following extended syntax:

• the anamorphic encryption algorithm aEnc of a randAME
takes as input the anamorphic public key apk, the sender
double key sdk, and two messages, the regular message m
and the anamorphic message am, and returns an anamorphic
ciphertext act and a string 𝑅.

We are now ready to introduce the concept of a Randomness-

Requesting Anamorphism.

Definition 3.4. Let E = (KG, Enc,Dec) be an IND-CPA secure en-

cryption scheme that uses 𝑟 (𝜆) random bits to encrypt for security

parameter 𝜆. We say that E is Randomness-Requesting Anamor-
phic if there exists a randomness-declaring triplet randAME =

(aKG, aEnc, aDec) such that such that for every PPT adversary A
there exists a negligible function negl such that��
Pr[RRandGE,A (𝜆) = 1] − Pr[ARandGAME,A (𝜆) = 1]

�� ≤ negl(𝜆)
where

RRandGE,A (𝜆)
(1) Set (pk, sk) ← KG(1𝜆)
(2) Return AOe(pk,·,· ) (pk, sk),

where Oe(pk, m, am)
• randomly select 𝑅 ← 𝑟 (𝜆)
• Return (Enc(pk, m;𝑅), 𝑅).
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RealGE,A (𝜆)
(1) Set (pk, sk) ← KG(1𝜆)
(2) Return AOe(pk,·,· ) (pk, sk), where

Oe(pk, m, am) = Enc(pk, m) .

AnamorphicGAME,A (𝜆)
(1) Set ((apk, ask), (sdk, rdk)) ← aKG(1𝜆)
(2) Return AOa(apk,sdk,·,· ) (apk, ask), where

Oa(apk, sdk, m, am) = aEnc(apk, sdk, m, am).

Figure 1: The games used in the definition of anamorphism (see Definition 3.2).

and

ARandGrandAME,A (𝜆)
(1) Set ((apk, ask), (sdk, rdk)) ← aKG(1𝜆)
(2) Return AOa(apk,sdk,·,· ) (apk, ask), where

Oa(apk, sdk, m, am) = aEnc(apk, sdk, m, am) .

We stress that in game ARandG, algorithm aEnc used by oracle

Oa is part of a randomness-declaring triple (see Definition 3.3)

and as such it returns an anamorphic ciphertext act and plausible

randomness 𝑅 for act.

4 Roles in Anamorphic Encryption
In this section we formally identify the four roles in anamorphic

encryption, formalize the notion of LP Principle for each of them,

and show that for some of the roles the LP Principle is guaranteed

by anamorphism and for one of the roles public-key anamorphism

is sufficient.

More specifically, we have the following four roles in Anamor-

phic Encryption:

• The regular sender RS uses apk to encrypt the regular mes-

sage m using the regular encryption algorithm Enc.
• The anamorphic sender AS uses the anamorphic encryption

scheme aEnc with apk and sdk to encrypt the regular mes-

sage m and the anamorphic message am.
• The regular receiver RR has access to ask and obtains the

regular message carried by a ciphertext by using the reg-

ular decryption algorithm Dec. The RR is essentially the

adversary of Def. 3.2 (see Section 4.1 for a formal statement)

and AE is designed to hide the presence of the anamorphic

message from an adversary with the role of the RR. In other

words, the regular receiver is led to think that it is the regular

receiver of a PKE.

• The anamorphic receiver AR is the “owner” of the system

and generates the two sets of keys (apk, ask) and (sdk, rdk)
and distributes the keys to each party according to its role.

Once this is done, its role consists in extracting the anamor-

phic message from a ciphertext and this is encoded by the

correctness requirement of Def. 3.1.

4.1 Regular Receiver
The regular receiver RR receives (apk, ask) and it must be able

to extract the regular message from ciphertexts produced by the

RS using Enc on input apk, and by the anamorphic sender using

aEnc on input apk and sdk. In addition, the RR must not be able to

extract the anamorphic message encrypted by an AS. We have the

following definition.

Definition 4.1 (LP forRR). An anamorphic tripletAME = (aKG, aEnc,
aDec) for IND-CPA encryption scheme E = (KG, Enc,Dec) satisfies
the LP Principle for the Regular Receiver if
• Regular Correctness with apk. For every regular message

m, exceptwith probability negligible in 𝜆, it holdsDec(ask, ct) =
m where ((apk, ask), (sdk, rdk)) ← aKG(1𝜆) and ct ←
Enc(apk, m).
• Regular Correctness with apk and sdk. For every reg-

ular message m and anamorphic message am, except with
probability negligible in 𝜆, it holds Dec(ask, ct) = m where

((apk, ask), (sdk, rdk)) ← aKG(1𝜆) and ct ← aEnc(apk,
sdk, m, am).
• Separation from Anamorphic Receiver RR < AR. For
every PPT stateful adversary B,��

Pr

[
rrarG0

B (𝜆) = 1

]
− Pr

[
rrarG1

B (𝜆) = 1

] �� ≤ negl(𝜆)
where rrarG𝜂 for 𝜂 = 0, 1 are defined in Figure 2.

The next theorem shows that all anamorphic encryption schemes

satisfy the LP Principle for the Regular Receiver.

Theorem 4.2. Every anamorphic encryption scheme satisfies the
LP Principle for the regular receiver.

Proof. We remark that “Regular Correctness with apk” is very
similar to the Correctness requirement for E with the difference

that apk is generated by aKG and not by KG. It is not difficult to

see that this property is implied by the fact that E is Anamorphic

(that is, E and AME satisfy Definition 3.2). Suppose indeed for sake

of contradiction that “Correctness with apk” does not hold for

message m and consider the following distinguisher A for RealG
and AnamorphicG. A, on input (apk, ask), encrypts m with Enc,
obtaining ct, and then it outputs 1 iff decryption of ct is successful.
It is easy to see that in RealG, A outputs 1 with probability 1 −
negl(𝜆), because of the Correctness of E. On the other hand, by

our assumption, A in AnamorphicG outputs 1 with probability

1 − 1/poly(𝜆).
We remark that the proof that anamorphism implies “Regular

Correctness with apk and sdk” is a little more involved and re-

quires A to use the encryption oracle provided to it in RealG and

AnamorphicG. More specifically, assume that the property does not

hold for regular message m and consider the following distinguisher
A. On input a pair of keys (that is, (apk, ask) or (pk, sk), depending
on whether A is playing AnamorphicG or RealG), A invokes the

oracle with m and an arbitrarily chosen anamorphic message am
receiving ct as a reply. A outputs 1 iff decryption of ct with Dec
and ask succeeds. If A is playing RealG then, by correctness of E,
it outputs 1 with probability at least 1−negl(𝜆). On the other hand,

if A is playing AnamorphicG then, by our assumption, it outputs

1 with probability at most 1 − 1/poly(𝜆).
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rrarG𝜂B (𝜆)
• ((apk, ask), (sdk, rdk)) ← aKG(1𝜆)
• (m, am0, am1) ← B(apk, ask)
• ct = aEnc(apk, sdk, m, am𝜂 )
• Return B(ct)

rsrrG𝜂B (𝜆)
• ((apk, ask), (sdk, rdk)) ← aKG(1𝜆)
• (m0, m1) ← B(apk)
• ct = Enc(apk, m𝜂 )
• Return B(ct)

rsarG𝜂B (𝜆)
• ((apk, ask), (sdk, rdk)) ← aKG(1𝜆)
• (m, am0, am1) ← B(apk)
• ct = aEnc(apk, sdk, m, am𝜂 )
• Return B(ct)

asrrG𝜂B (𝜆)
• ((apk, ask), (sdk, rdk)) ← aKG(1𝜆)
• (m0, m1, am) ← B(apk, sdk)
• ct = aEnc(apk, sdk, m𝜂 , am)
• Return B(ct)

asarG𝜂B (𝜆)
• ((apk, ask), (sdk, rdk)) ← aKG(1𝜆)
• (m, am0, am1) ← B(apk, sdk)
• ct = aEnc(apk, sdk, m, am𝜂 )
• Return B(ct)

Figure 2: Experiments for the formal definition of the LP Principle. Game rrarG formalizes RR < AR and it is used in Def. 4.1.
Games rsrrG and rsarG formalize RS < RR and RS < AR, respectively, and they are used in Def. 4.3. Games asrrG and asarG
formalize AS < RR and AS < AR, respectively, and they are used in Def. 4.5.

Finally, let us consider the statement RR < AR and let, for sake

of contradiction, B be an adversary such that

Pr

[
rrarG1

B (𝜆)
]
≥ Pr

[
rrarG0

B (𝜆)
]
+ 1/poly(𝜆).

Consider the following adversaryA that receives a pair of keys and

runs B on input the same pair of keys, thus obtaining (m, am0, am1).
Then A invokes the oracle on input m and am𝛽 for 𝛽 ← {0, 1} and
provides the obtained ciphertext in input to B. A outputs 1 iff B’s
output is equal to 𝛽 .

IfA is engaged in RealG then B’s output is independent from 𝛽

as the ciphertextB receives as input is an encryption of m computed

using Enc. Therefore A outputs 1 with probability 1/2. On the

other hand, if A is engaged in AnamorphicG then it is simulating

rrarG1
and rrarG0

each with probability 1/2 for B. Therefore the
probability that A outputs 1 is equal to

1

2

(
Pr

[
rrarG1

B (𝜆) = 1

]
+ Pr

[
rrarG0

B (𝜆) = 0

] )
≥ 1

2

+ 1

2poly(𝜆) .

We have contradicted the anamorphism of E and AME. □

4.2 Regular Sender
The role of the regular sender RS is to encrypt the regular message

so that it can be decrypted by the RR. To perform its role the RS
receives apk. We next formalize the concept of LP for the RS by

requiring that apk is sufficient to perform its role and that the RS
cannot act as a receiver, neither RR nor AR.

Definition 4.3 (LP forRS). An anamorphic tripletAME = (aKG, aEnc,
aDec) for IND-CPA encryption scheme E = (KG, Enc,Dec) satisfies
the LP Principle for the regular sender if

• Correctness with apk. For every regular message m, ex-
cept with probability negligible in 𝜆, it holds Dec(ask, ct) =
m, where ((apk, ask), (sdk, rdk)) ← aKG(1𝜆) and ct ←
Enc(apk, m).
• Separation from Regular Receiver RS < RR. For every
PPT stateful adversary B,��
Pr

[
rsrrG0

B (𝜆) = 1

]
− Pr

[
rsrrG1

B (𝜆) = 1

] �� ≤ negl(𝜆)

where rsrrG𝜂 for 𝜂 = 0, 1 are defined in Figure 2.

• Separation from Anamorphic Receiver RS < AR. For
every PPT stateful adversary B,��

Pr

[
rsarG0

B (𝜆) = 1

]
− Pr

[
rsarG1

B (𝜆) = 1

] �� ≤ negl(𝜆)
where rsarG𝜂 for 𝜂 = 0, 1 are defined in Figure 2.

The next theorem shows that all anamorphic encryption schemes

satisfy the LP Principle for the Regular Sender.

Theorem 4.4. Every anamorphic encryption scheme satisfies the
LP Principle for the regular sender.

Proof. We note that the correctness requirement is the same as

the one for the regular receiver and thus it is implied by anamor-

phism (see Section 4.1).

Regarding RS < RR, we observe that if an adversary B violates

it we can build a distinguisher A for RealG and AnamorphicG.
Indeed consider the followingA that receives in input a public key

(apk in AnamorphicG and pk in RealG) and runsB on input the the

same public key. Then, upon receiving m0 and m1 from B, A picks

𝜂 ← {0, 1}, encrypts m𝜂 and runs B on the ciphertext. Observe that

if A is playing RealG then it is simulating the IND-CPA game for

B and thus the output of B is “independent” from 𝜂. If instead A
is playing AnamorphicG then it is simulating rsrrG for B and, by

assumption, B output depends on 𝜂. Thus A can use B’s reply to

break anamorphism of E.
Similar arguments can be used to prove RS < AR. □

4.3 Anamorphic Sender
The role of the anamorphic sender AS consists in constructing an

anamorphic ciphertext from which the anamorphic receiver can

extract the anamorphic message. For this aim, AS is equipped with

the sdk. The LP principle for AS requires AS not to be able to act

as a receiver, neither regular nor anamorphic.

Definition 4.5 (LP forAS). An anamorphic tripletAME = (aKG, aEnc,
aDec) for IND-CPA encryption scheme E = (KG, Enc,Dec) satisfies
the LP Principle for the anamorphic sender if
• Anamorphic Correctness with apk and sdk. For every
regular message m and anamorphic message am except with

probability negligible in 𝜆, it holds aDec(ask, rdk, act) = am
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where ((apk, ask), (sdk, rdk)) ← aKG(1𝜆) and act← aEnc
(apk, sdk, m, am).
• Separation from Regular Receiver AS < RR. For every
PPT stateful adversary B,��

Pr

[
asrrG0

B (𝜆) = 1

]
− Pr

[
asrrG1

B (𝜆) = 1

] �� ≤ negl(𝜆)
where asrrG𝜂 for 𝜂 = 0, 1 are defined in Figure 2.

• Separation from Anamorphic Receiver AS < AR. For
every PPT stateful adversary B,��

Pr

[
asarG0

B (𝜆) = 1

]
− Pr

[
asarG1

B (𝜆) = 1

] �� ≤ negl(𝜆)
where asarG𝜂 for 𝜂 = 0, 1 are defined in Figure 2.

We observe that anamorphic correctness is directly inherited

from the definition of anamorphic triplet (see Def. 3.1). Next The-

orem shows that there exists an anamorphic encryption scheme

for which the LP Principle for AS does not hold and, specifically,

AS ≮ AR and AS ≮ RR.

Theorem 4.6. There exists an anamorphic triplet for ElGamal that
satisfies Definition 3.2 and for which AS ≮ AR and AS ≮ RR.

Proof. Consider ElGamal on a cyclic group G of prime order 𝑞

with generator 𝑔. The secret key sk is a randomly chosen exponent

𝑥 ∈ Z𝑞 and the public key pk is 𝑋 = 𝑔𝑥 ; that is, (pk, sk) = (𝑋, 𝑥).
To encrypt a group element𝑀 ∈ G, the sender compute ct = (𝑌 =

𝑔𝑦, 𝑋 𝑦 ·𝑀), where 𝑦 is randomly chosen from Z𝑞 .
Following [21], we want to construct an anamorphic triplet that

encrypts the anamorphic message using an encryption scheme with

pseudorandom ciphertexts and use the ciphertext as randomness

for El Gamal encryption. Unfortunately the randomness 𝑦 used to

compute ct does not seem to be easy to extract by the receiver and

thus we consider the following triplet. The encryption key 𝐾 for

a symmetric encryption scheme with ciphertexts pseudorandom

in Z𝑞 is shared between anamorphic sender and receiver and 𝑌 is

computed as the encryption of the anamorphic message am (using

𝐾). Now, to complete the ciphertext that carries the real message

𝑀 , the anamorphic sender computes 𝑌𝑥 ·𝑀 ; that is the anamorphic

message is (𝑌,𝑌𝑥 ·𝑀), where 𝑌 is an encryption of the anamorphic

message am with key 𝐾 . The anamorphic receiver uses 𝐾 to extract

am for𝑌 ; that is, rdk = (𝐾). Note that regular decryption works and
return 𝑀 . For this to be feasible the anamorphic sender needs to

know the decryption key 𝑥 in addition to 𝐾 ; that is, sdk = (𝐾, sk).
However, this implies that the anamorphic sender can play regular

receiver (thanks to sk = 𝑥 contained in sdk). and anamorphic

receiver (thanks to rdk = 𝐾 also contained in sdk). Therefore any
anamorphic sender will be able to read all messages, regular and

anamorphic. □

The role separation between anamorphic sender and regular

receiver (i.e., AS < RR) was formalized in [21] as Single-Receiver
Anamorphism. Similarly, the role separation between anamorphic

sender and anamorphic receiver (i.e., AS < AR) corresponds to the

notion of Fully Asymmetric Anamorphism put forward by [7].

4.4 Public-Key Anamorphism and the LP
Principle

In this paper we consider the notion of Public-Key Anamorphism

that is easily seen to imply Least Privilege for the anamorphic

sender, and therefore separation of roles of anamorphic sender

from both regular and anamorphic receiver.

We start by formally defining the notion LP-Anamorphism and

then we define Public-Key Anamorphism.

Definition 4.7 (LP-Anamorphic). An IND-CPA encryption scheme

E is LP-Anamorphic if there exists an anamorphic triplet AME that

satisfies the LP Principle for regular receiver, regular sender, and

anamorphic sender.

Definition 4.8 (Public-Key Anamorphic Encryption). Let E = (KG,
Enc,Dec) be an anamorphic encryption scheme with anamorphic

triplet AME = (aKG, aEnc, aDec). We say that E is public-key
anamorphic if aKG always outputs an empty sdk.

As it is easy to observe, in a Public-Key Anamorphic Encryption

Schemes the anamorphic receiver obtains no exclusive to its role

information and the LP principle is clearly satisfied.

Theorem 4.9. Any Public-Key Anamorphic Encryption scheme is
LP-Anamorphic.

5 Trapdoor-Aided Randomness Extraction
In this section, we present the notion of an encryption scheme

that admits randomness extraction from ciphertexts for specially

generated public keys for which a trapdoor td is known. Clearly,

the specially generated public keys must be indistinguishable from

regular ones and, since we plan to use this notion within the context

of anamorphic encryption, this must hold even if the associated

secret key is available. We note that, in the context of anamorphism,

randomness extraction was first considered by [21] but the notion

of randomness extraction considered only required knowledge of

the secret key and no other trapdoor information was needed. It can

be easily seen that the notion introduced in Definition 5.1 below

includes the one of [21] as the special case in which td is the empty

string.

More formally, we have the following definition.

Definition 5.1. Let E = (KG, Enc,Dec) be an encryption scheme

and let 𝑟 (·) and𝑚(·) be two polynomials such that Enc, on input a

public key with security parameter 𝜆, encrypts a𝑚(𝜆)-bit plaintext
using 𝑟 (𝜆) random bits. We say that E is Trapdoor Randomness-
Extractable (TRE) if there exists a pair of efficient algorithms (tdKG, Extr)
such that

(1) Indistinguishability. tdKG takes as input security parame-

ter 1
𝜆
and returns public key pk, secret key sk, and trapdoor

td such that the following two distributions are indistin-

guishable: realKG(𝜆) = {(pk, sk) : (pk, sk) ← KG(1𝜆)} and
trapKG(𝜆) = {(pk, sk) : (pk, sk, td) ← tdKG(1𝜆)}.

(2) Correctness. Extr takes as input a ciphertext ct and a trap-

door td and returns a string 𝑅 such that, for every message

𝑚 ∈ {0, 1}𝑚 (𝜆) ,

Pr [ 𝑅 = 𝑟 : (pk, sk, td) ← tdKG(1𝜆); 𝑟 ← {0, 1}𝑟 (𝜆) ;
ct = Enc(pk,𝑚; 𝑟 );𝑅 ← Extr(ct, td) ] ≥ 1 − negl(𝜆) .

We note that Property 1 in the definition above implies that if

E = (KG, Enc,Dec) is IND-CPA so is (tdKG, Enc,Dec). Next we
present a stronger notion that essentially says that if the trapdoor
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td is not known then the randomness cannot be extracted; that is,

the ciphertext is, for fixed𝑚, a trapdoor function of the randomness.

Definition 5.2. A TRE encryption scheme E = (KG, Enc,Dec)
is Strongly Trapdoor Randomness-Extractable (sTRE) if for every

stateful PPT adversary A there exists a negligible function negl
such that

Pr

[
sTREGE,A (𝜆) = 1

]
≤ negl(𝜆),where

sTREGE,A (𝜆)
(1) Set (pk, sk, td) ← tdKG(1𝜆)
(2) m← A(pk, sk)
(3) 𝑅 ← {0, 1}𝑟 (𝜆)
(4) ct = Enc(pk, m;𝑅)
(5) Return 1 iff A(pk, sk, ct) = 𝑅

We remark that, rather obviously, if an encryption scheme is

sTRE then it is also TRE.

6 Achieving Anamorphism
In this section we describe a general methodology for achieving

Anamorphism (called receiver anamorphism in the original pa-

per [25]) for any encryption scheme E that is (Strongly) Trapdoor
Randomness-Extractable. We give constructions that leverage the

same principle of trapdoor-based randomness extraction and that

give different security guarantees.

(1) The first construction (Section 6.1) shows that any TRE en-

cryption scheme is Randomness-Requesting Anamorphic

(see Def. 3.4).

(2) The second construction (Section 6.2) shows that any sTRE

scheme is LP-anamorphic (see Def. 4.7) for small message

space and in the random oracle model.

(3) The third construction (Section 6.3) gives LP-anamorphic

KEM in the random oracle model.

The main idea of all the constructions is to make the trapdoor td
part of rdk and then use this to extract the randomness 𝑟 from the

anamorphic ciphertext. In the first construction, the randomness

𝑟 is actually a ciphertext prct of a symmetric encryption scheme

with pseudorandom ciphertext. The sender double key sdk includes
the key for encrypting and decrypting prct whereas the receiver
double key rdk includes also the trapdoor. Note that even if sdk
and sk are available to the adversary A, the randomness 𝑟 is still

indistinguishable from a random string, by sTRE since A does not

have access to td. In the second construction, the randomness is

sampled until 𝑟 such that 𝐻 (𝑟 ) = am, where 𝐻 is a hash function

that is specified in the public parameters (i.e., a random oracle).

Finally, for the KEM, the value 𝐻 (𝑟 ) is the key being encapsulated.

In the next sections, we give more details for the constructions.

6.1 Achieving Randomness-Requesting
Anamorphism

In this section we show that if an encryption scheme is Trap-

door Randomness-Extractable then it is Randomness-Requesting

Anamorphic. As explained above, the idea is to encrypt the anamor-

phic message using an encryption scheme with pseudorandom

ciphertexts and then to use the ciphertext as randomness.

Theorem 6.1. Every Trapdoor Randomness-Extractable encryp-
tion scheme is Randomness-Requesting Anamorphic.

Proof. Consider the following tripletAME = (aKG, aEnc, aDec),
constructed by assuming the existence of a Trapdoor Randomness-

Extractable encryption scheme E = (KG, Enc,Dec) and of a sym-

metric encryption scheme with pseudorandom ciphertexts prE =

(prKG, prEnc, prDec).

(1) Algorithm aKG takes as input security parameter 1
𝜆
and runs

tdKG(1𝜆) to obtain (pk, sk, td) and prKG(1𝜆) to obtain 𝐾 . It
outputs (apk, ask) := (pk, sk) and (sdk, rdk) := (𝐾, (𝐾, td)).

(2) Algorithm aEnc takes as input apk, sdk, m, am and computes

the anamorphic ciphertext act in the following way. First, it

sets𝑅 := prEnc(sdk, am), then it computes act = Enc(apk, m;𝑅).
(3) Algorithm aDec takes as input act, apk, ask, and rdk =

(𝐾, td) and runs algorithm Extr on input act, and td to ob-

tain 𝑅. Then, it outputs am = prDec(𝐾, 𝑅).

First of all observe that aDec succeeds except with negligible prob-

ability by the correctness property of (tdKG, Extr) and of prE.
Let us now prove thatAME is an anamorphic triplet (according to

Definition 3.2) and for this we consider the following hybrid game

Hybrid that differs fromAnamorphicG only in the way in whichOa
computes its reply. Specifically, instead of encrypting m using the
ciphertext for am as randomness for Enc, m is encrypted by running

Enc on truly random bits. It is easy to see that by the properties of

prE (see Def. 2.1) Hybrid and AnamorphicG are indistinguishable.

Let us now look at Hybrid and RealG. Now, the only difference

is in the way the pair (pk, sk) is computed: in Hybrid it is output

of tdKG, whereas in RealG it is output by KG. By the Trapdoor

Randomness-Extractable property of E, the two games are indistin-

guishable (see Def. 5.1).

We finish the proof of the following theorem by observing that,

as pointed out before, the existence of a Trapdoor Randomness-

Extractable encryption scheme implies the existence of an IND-CPA

encryption scheme which in turn implies the existence of one-way

functions [18]. Finally, it is easy to see that a symmetric encryption

scheme with pseudorandom ciphertexts can be constructed under

the assumption that one-way functions exist. □

6.2 LP-Anamorphic Encryption
In this section we show how to obtain LP-Anamorphic encryp-

tions (i.e., full role separation) by constructing public-key anamor-

phic encryption schemes from a Strongly Trapdoor Randomness-

Extractable encryption scheme E = (KG, Enc,Dec). As proved in

Theorem 4.9, public-key anamorphism gives all parties least privi-

lege.

We assume the existence of a random oracle𝐻 . On input anamor-

phic message am, the anamorphic encryption algorithms aEnc sam-

ples randomness 𝑅 until 𝐻 (𝑅) = am and then uses 𝑅 to encrypt m
by computing ciphertext ct = Enc(pk, m;𝑅). Intuitively since E is
Strongly Trapdoor Randomness-Extractable the adversary has no

way of computing 𝑅 and thus am is hidden.

Theorem 6.2. Every Strongly Trapdoor Randomness-Extractable
encryption scheme is public-key anamorphic in the random oracle.
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Proof. Consider a Strongly Trapdoor Randomness-Extractable

encryption scheme E = (KG, Enc,Dec) with (tdKG, Extr) as addi-
tional algorithms for generating key pairs and trapdoor, and for

extracting the randomness. Consider the following anamorphic

triplet (aKG, aEnc, aDec) with access to a random oracle 𝐻 :

(1) aKG on input 𝜆 runs tdKG to obtain (pk, sk, td) and sets

apk := pk, ask := sk, and rdk := td.
(2) aEnc on input apk, m and am ∈ {0, 1}, randomly selects 𝑅

until 𝐻 (𝑅) = am and outputs act = aEnc(apk, m;𝑅).
(3) aDec on input act and sdk, runs Extr on input act and sdk

to obtain 𝑅 and outputs 𝐻 (𝑅).
First of all observe that by Property 2 of Trapdoor Randomness-

Extractable (see Definition 5.1), aDec succeeds except with negligi-

ble probability. Let us now prove that the triplet described above is

indeed anamorphic.

We consider the following hybrid game Hybrid that is equal

to RealG with the difference that the real encryption oracle Oe is
replaced with the anamorphic encryption oracle Oa that, instead
of picking random string 𝑅 to compute Enc(pk, m), picks a random
string 𝑅 such that 𝐻 (𝑅) = am. We claim that the RealG and Hybrid
are indistinguishable. Consider a polynomial-time adversaryA and

let 𝑝A be the probability that A queries 𝐻 for input 𝑅. Observe

that, conditioned on A not querying 𝐻 (𝑅), the view of A is the

same in RealG and Hybrid, therefore the distinguishing probability
is at most 𝑝A . If 𝑝A ≥ 1/poly(𝜆), for some polynomial poly, then
we can use A to break property Strongly Trapdoor Randomness-

Extractable of E. Therefore we can conclude that, if E is Strongly
Trapdoor Randomness-Extractable then RealG and Hybrid are in-

distinguishable.

Finally, let us now compare Hybrid and AnamorphicG and ob-

serve that the only difference is in the pair (pk, sk) of keys that, in
Hybrid are computed by running KG and in AnamorphicG are com-

puted by running tdKG. By Property 1 of Trapdoor Randomness-

Extractable (see Definition 5.1) the two distributions are indistin-

guishable. □

Note that for the anamorphic encryption to be efficient, the

anamorphic message space must be of polynomial size.

6.3 LP-Anamorphic KEM
In this section, we describe how to obtainAnamorphic Key-Encapsulation

Mechanism (KEM) from a Strongly Trapdoor Randomness-Extractable.

In a KEM (see Appendix B in our full version [12] for the definition

of a KEM and its security properties) the anamorphic message is

simply a random message that can be used as a key. In other words

the anamorphic encryption scheme only takes one message, the

regular message, and returns two objects: a randomly selected key

K; and an anamorphic ciphertext act that carries the regular mes-

sage and the key K that constitutes the anamorphic message (and

can thus be extracted only with the receiver double key rdk). A
Public-Key Anamorphic KEM can be used to setup an anamorphic

encryption scheme (not necessarily a public-key one) without inter-

action between sender and receiver, just as KEM is used in regular

(i.e., non-anamorphic) encryption to bootstrap a private-key en-

cryption scheme. Specifically, the public-key Anamorphic KEM is

used by the sender and the receiver to anamorphically establish a

common randomness (the key K) that can then be used to generate

the sdk and rdk for the (non-public key) anamorphic encryption

scheme. We note that the notion of LP-Anamorphic for KEM can

be derived in straightforward way from the corresponding notions

for Encryption and, in particular, Public-Key Anamorphism implies

LP-Anamorphism for KEM, as well. Further details are found in

Appendix D of our full version [12]. Let us now be more formal

and define the concept of an Anamorphic Triplet for a KEM.

Definition 6.3 (Anamorphic KEM Triplet). We say that a triplet

AME = (aKG, akEnc, akDec) of PPT algorithms is an anamorphic
KEM triplet if
• the anamorphic key generation algorithm aKG takes as input

the security parameter 1
𝜆
and returns a pair (apk, ask) of

anamorphic keys and a pair (sdk, rdk) of sender and receiver
double key;
• the anamorphic encapsulation algorithm akEnc takes as in-
put the anamorphic public key apk, the sender double key
sdk, and the regular message m and returns an anamorphic
ciphertext act and the anamorphic key K;
• the anamorphic decapsulation algorithm akDec takes as input
the anamorphic secret key ask, the receiver double key rdk,
and an anamorphic ciphertext act and returns the anamor-

phic key K;

and, in addition, the following correctness requirement is satisfied:

for every regular message m, it holds that akDec(ask, rdk, act) = K
exceptwith negligible in 𝜆 probability, where ((apk, ask), (sdk, rdk))
← aKG(1𝜆) and (act,K) ← akEnc(apk, sdk, m) .

We are now ready to define Anamorphic KEM.

Definition 6.4 (KEM Anamorphic Encryption Scheme). An IND-

CPA secure encryption scheme E = (KG, Enc,Dec) is KEM anamor-
phic if there exists an anamorphic KEM triplet AME = (aKG, akEnc,
akDec) such that for every PPT adversary A there exists a negligi-

ble function negl such that��
Pr[RealGE,A (𝜆) = 1] − Pr[AnamorphicGAME,A (𝜆) = 1]

�� ≤ negl(𝜆),

where

RealGE,A (𝜆)
(1) Set (pk, sk) ← KG(1𝜆)
(2) Return AOe(pk,· ) (pk, sk), where

Oe(pk, m) = ct
and ct← Enc(pk, m) .

and

AnamorphicGAME,A (𝜆)
(1) Set ((apk, ask), (sdk, rdk)) ← aKG(1𝜆)
(2) Return AOa(apk,sdk,· ) (apk, ask), where

Oa(apk, sdk, m) = act
and (act,K) ← akEnc(apk, sdk, m) .

Encryption scheme E is Public-Key KEM Anamorphic if, in ad-

dition to the above, the aKG algorithm always outputs an empty

sender double key sdk.

Remark. We note that in definition above we have two different

cryptographic primitives, an encryption scheme and a key encap-

sulation mechanism, and one behaves as the host primitive and



Least-Privilege Methodology for Anamorphic Encryption CCS ’26, November 15–19, 2026, The Hague, Netherlands

the other as the guest primitive. More specifically, in Definition 6.4

above, the host is a public key encryption schemes and the KEM

is the guest primitive as a KEM plaintext (the key K) is carried
along an encryption plaintext (the regular message m) as part of the
anamorphic ciphertext act.

The random oracle. Definition 6.3 and 6.4 are in the standard model

but can be modified to work in the random oracle model in straight-

forward way by giving all parties (the encryption algorithms, the

triplet algorithms, and the adversary A) access to the random ora-

cle.

Constructing anamorphic KEM. Constructing a KEM anamorphic

triplet for a Strongly Trapdoor Randomness-Extractable encryption

scheme is very similar to the construction in the previous section.

Specifically, the key K is simply𝐻 (𝑅), where𝐻 is the random oracle

and the 𝑅 is the randomness used to construct the ciphertext. The

anamorphic decapsulation algorithm akDec uses the trapdoor to
extract 𝑅 and then applies the random oracle 𝐻 to obtain K.

Theorem 6.5. Every Strongly Trapdoor Randomness-Extractable
encryption scheme is public-key KEM anamorphic in the random
oracle.

7 Anamorphism for the Dual Regev Scheme
In this section we apply our methodology based on Trapdoor

Randomness-Extractable encryption schemes to the Dual Regev

public-key encryption scheme (DRegev in short) which we review

in Section 7.2. We proceed in four steps.

First, in Section 7.1, we present the needed background on lattices

and on the LWE problem. In Section 7.2, we give a quick description

of the DRegev scheme. In Section 7.3 we prove that the DRegev
encryption scheme is trapdoor randomness-extractable. Therefore

by Theorem 6.1, we obtain that DRegev is Randomness-Requesting

Anamorphic. In Section 7.4 we prove that that the DRegev encryp-
tion scheme is strongly trapdoor randomness-extractable. Therefore

by Theorem 6.2, we obtain that DRegev is public-key anamorphic.

7.1 Lattice and 𝑘-LWE problem
For two matrices A,B of compatible dimensions, let (A∥B) (or,

sometimes,

( A
B

)
) denote vertical concatenations of A and B. For

x ∈ Z𝑚 , define x+ = (1∥x) ∈ Z𝑚+1. For A ∈ Z𝑚×𝑛𝑞 , define Im(A) =
{As | s ∈ Z𝑛𝑞 } ⊆ Z𝑚𝑞 . For X ⊆ Z𝑚𝑞 , let Span(X) denote the set of
all linear combinations of elements of X and define X⊥ to be {b ∈
Z𝑚𝑞 | ∀c ∈ X, ⟨b, c⟩ = 0}.

Let B = {b1, b2, . . . , b𝑛} ⊂ R𝑛 consists of 𝑛 linearly independent

vectors. The 𝑛-dimensional lattice Λ generated by the basis B is

Λ = 𝐿(B) = {Bc = ∑
𝑖∈[𝑛] 𝑐𝑖 · b𝑖 | c ∈ Z𝑛}. The length of a matrix B

is defined as the norm of its longest column: ∥B∥ = max1≤𝑖≤𝑛 ∥b𝑖 ∥.
Here we view a matrix as simply the set of its column vectors.

For a lattice 𝐿 ⊆ R𝑚 and an invertible matrix S ∈ R𝑚×𝑚 , we

define the Gaussian distribution of parameters 𝐿 and S by𝐷𝐿,S (b) =
exp(−𝜋 ∥S−1b∥2) for all b ∈ 𝐿.

The 𝑞-ary lattice associated with a matrix A ∈ Z𝑚×𝑛𝑞 is defined

as Λ⊥ (A) = {x ∈ Z𝑚 | x𝑡 ·A = 0 mod 𝑞}. It has dimension𝑚, and a

basis can be computed in polynomial-time from A. For u ∈ Z𝑛𝑞 , we
define Λ⊥u (A) as the coset {x ∈ Z𝑚 | x𝑡 · A = u𝑡 mod 𝑞} of Λ⊥ (A).

Let 𝜈𝛼 denote the 1-dimensional Gaussian distribution with stan-

dard deviation 𝛼 , 𝛼 ∈ (0, 1).

Lemma 7.1 (Theorem 3.1, [1]). There is a probabilistic polynomial-
time algorithm that, on input positive integers 𝑛,𝑚,𝑞 ≥ 2, outputs
two matrices A ∈ Z𝑚×𝑛𝑞 and T ∈ Z𝑚×𝑚 such that the distribution
of A is within statistical distance 2

−Ω (𝑛) from 𝑈 (Z𝑚×𝑛𝑞 ); the rows
of T form a basis of Λ⊥ (A); each row of T has norm ≤ 3𝑚𝑞𝑛/𝑚 .

Lemma 7.2 (GPV, [15, 23]). Given A ∈ Z𝑚×𝑛𝑞 , an invertible S ∈
R𝑚×𝑚 , and u ∈ Z𝑛𝑞 , there exists a probabilistic polynomial-time
algorithm that, on input a trapdoor matrix T ∈ Z𝑚×𝑚 for the lattice
Λ⊥ (A), it outputs a sample from a distribution that is statistically
close to 𝐷Λ⊥u (A),S.

Definition 7.3 (The LWE problem). Let 𝛼 > 0, 𝑛 and𝑚 =𝑚(𝑛) be
integers, 𝑞 = 𝑞(𝑛) a prime. The LWE𝛼,𝑞,𝑚 (𝑛) problem is defined as

follows. Given A← 𝑈 (Z𝑚×𝑛𝑞 ), distinguish between the following

two distributions over T𝑚

1

𝑞
·𝑈

(
Im(A)

)
+ 𝜈𝑚𝛼 and

1

𝑞
·𝑈

(
Z𝑚𝑞

)
+ 𝜈𝑚𝛼 ,

where 𝜈𝛼 denotes the one-dimensional Gaussian distribution with

standard deviation 𝛼 .

The LWE𝛼,𝑞,𝑚 problem is conjectured to be hard for any 𝛼 > 0

and prime 𝑞 such that 𝛼 · 𝑞 ≥ 𝑛, and for any𝑚 = poly(𝑛). Next we
introduce a new problem whose hardness implies the hardness of

the LWE problem.

Definition 7.4 (𝑘-LWE problem, [23]). Let 𝑘 ≤ 𝑚,𝛼 > 0, and

S ∈ R𝑚×𝑚 be an invertible matrix. We denote T𝑚+1 = (R/Z)𝑚+1.
The (𝑘, S)-LWE problem is: given A← 𝑈 (Z𝑚×𝑛𝑞 ), u← 𝑈 (Z𝑛𝑞 ) and
x𝑖 ← 𝐷Λ⊥−u (A),S for 𝑖 ≤ 𝑘 ≤ 𝑚, the goal is to distinguish between

the distributions (over T𝑚+1)

1

𝑞
·𝑈

(
Im

( u𝑡

A

))
+ 𝜈𝑚+1𝛼 and

1

𝑞
·𝑈

(
Span𝑖≤𝑘 (1∥x𝑖 )⊥

)
+ 𝜈𝑚+1𝛼 ,

where 𝜈𝛼 denotes the one-dimensional Gaussian distribution with

standard deviation 𝛼 .

In [23], it was shown that this problem can be polynomially

reduced to LWE problem for a specific class of diagonal matrices

S. In our work, we only need an arbitrary S such that (𝑘, S)-LWE
is hard, and thus the use of S is implicit. For simplicity in the

exposition, we use 𝑘-LWE instead of (𝑘, S)-LWE.

7.2 The Dual Regev Encryption
We briefly review the DRegev encryption scheme, the 1-bit public

key encryption scheme from [15], whose security relies on the

hardness of the LWE problem.

Encryption scheme DRegev𝑚,𝑞,𝑟,𝛼 is parameterized by two inte-

gers,𝑚 and𝑞, a positive real number 𝑟 and a 1-dimensional Gaussian

distribution 𝜈𝛼 with standard deviation 𝛼 . DRegev𝑚,𝑞,𝑟,𝛼 is conjec-

tured to be IND-CPA for the following setting of the parameters

suggested by [15]: 𝑞 ≥ 2 is prime such that 𝑟 ≥ 𝜔 (
√︁

log𝑚), 𝑞 ≥
5𝑟 (𝑚 + 1), 𝛼 ≤ 1/(𝑟

√
𝑚 + 1 · 𝜔 (

√︁
log𝑛)),𝑚 ≥ 2𝑛 log𝑞.

Next we describe the algorithms ofDRegev𝑚,𝑞,𝑟,𝛼 and, from now

on, we will drop the explicit mention of the parameters.
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KG(1𝜆): Set 𝑛 = 𝜆, randomly select matrixA ∈ Z𝑛×𝑚𝑞 and error

vector e ← 𝐷Z𝑚,𝑟 . The secret key is sk = e and the public

key is the pair pk = (A, u) where u = 𝑓A (e) := Ae mod 𝑞 is

the syndrome.

Enc(pk, 𝑏 ∈ {0, 1}): Write pk as pk = (A, u). Sample r
$← 𝑈 (Z𝑛𝑞 ),

𝑥 ← 𝜈𝛼 and x ← 𝜈𝑚𝛼 . Compute p𝑡 = r𝑡A + x𝑡 ∈ Z𝑚𝑞 ,
and 𝑐 = u𝑡 r + 𝑥 + 𝑏 ⌊𝑞

2
⌋ ∈ Z𝑞 . Finally, output ciphertext

ct = (p; 𝑐) ∈ Z𝑚𝑞 × Z𝑞 .
Dec(ct, sk): Write ct as ct = (p, 𝑐) and sk as e. Compute 𝑧 =

𝑐 − e𝑡p ∈ Z𝑞 . Output 0, if 𝑧 mod 𝑞 is closer to 0 than to ⌊𝑞
2
⌋;

otherwise output 1.

7.3 Dual Regev is Trapdoor
Randomness-Extractable

In this section we prove that DRegev is Trapdoor Randomness-

Extractable. Therefore, we can apply Theorem 6.1 and prove that

DRegev is randomness-revealing anamorphic. We base our proof

on the Micciancio-Peikert method [24] of generating a random

matrix A along with a trapdoor matrix T. We have the following

definition.

Definition 7.5. Fix a gadget matrix G ∈ Z𝑛×𝑛𝑘𝑞 and let A ∈ Z𝑛×𝑚𝑞 .

We say that a short matrix T ∈ Z𝑚×𝑛𝑘 is a trapdoor for A if

AT = HG mod 𝑞

for some invertible matrix H ∈ 𝑍𝑛×𝑛𝑞 .

We start by reviewing the Micciancio-Peikert method [24] for

sampling matrices along with their trapdoors with respect to the

gadget matrix G defined as follows. Consider the gadget vector g

g𝑡 :=

[
1 2 2

2 · · · 2
𝑘−1

]
,

where 𝑘 = ⌈log𝑞⌉, denote I𝑛 the 𝑛 × 𝑛 identity matrix and define

the matrix gadget

G = I𝑛 ⊗ g𝑡 =


g𝑡

g𝑡

. . .

g𝑡


∈ Z𝑛×𝑛𝑘𝑞 .

The following algorithm GenTrap samples a random matrix A
along with its trapdoor.

(1) Sample A1 ← 𝑈 (Z𝑛×𝑚1

𝑞 ) and T ∈ Z𝑚1×𝑛𝑘
𝑞

(2) Set𝑚 =𝑚1 + 𝑛𝑘 .
(3) Define A = [A1∥ A1T + G] ∈ Z𝑛×𝑚𝑞 .

By applying Left over hash lemma, we have that: If A1 is taken

from uniform distribution over Z𝑛×𝑚1

𝑞 , T is taken form Gaussian

distribution over Z𝑚1×𝑛𝑘
𝑞 , and𝑚1 ≈ 𝑛𝑘 then

(A1,A1T) ≈ (A1,V) ,

where V← 𝑈 (Z𝑛×𝑛𝑘𝑞 ). Therefore, A = [A1∥ A1T + G] ∈ Z𝑛×𝑚𝑞 is

random.

Next we describe algorithm Invert that, given a randommatrix A
along with a trapdoor T and a vector b ∈ Z𝑚𝑞 , returns vector s ∈ Z𝑛𝑞
and e ∈ Z𝑚𝑞 such that b𝑡 = s𝑡A + e𝑡 .

(1) Set H = I𝑛 . We have

A ·
[
T
I𝑛𝑘

]
= G.

(2) Compute

b𝑡 ·
[
T
I𝑛𝑘

]
= s𝑡 · G + e𝑡 ·

[
T
I𝑛𝑘

]
(mod 𝑞) .

(3) Extract s by using the gadget trapdoor TG for G. It works if

e𝑡 ·
[
T
I𝑛𝑘

]
∈ [−𝑞/4, 𝑞/4).

(4) Compute e𝑡 = b𝑡 − s𝑡A.
(5) Return (s, e).
We summarize the above discussion in the following lemma.

Lemma 7.6 (adapted from Theorem 5.1 [24] ). There exist algo-
rithms GenTrap and Invert such that
• GenTrap(1𝑛, 1𝑚, 𝑞) is an efficient randomized algorithm that,
given any integers 𝑛 ≥ 1, 𝑞 ≥ 2, and sufficiently large𝑚 =

𝑂 (𝑛 log𝑞), outputs a parity-check matrix A ∈ Z𝑛×𝑚𝑞 and a
trapdoor T such that the distribution of A is negl(𝑛)-close to
uniform.
• Invert is an efficient randomized algorithm that, with over-
whelming probability over all random choices, on input b𝑡 =
s𝑡A+e𝑡 , where s ∈ Z𝑛𝑞 is arbitrary and either ∥e∥ < 𝑞/𝑂 (

√︁
𝑛 log𝑞)

or e← 𝐷Z𝑚,𝛼𝑞 for 1/𝛼 ≥
√︁
𝑛 log𝑞 ·𝜔 (

√︁
log𝑛), outputs s and

e.

Theorem 7.7. The Dual Regev encryption schemeDRegev is Trap-
door Randomness-Extractable.

Proof. The algorithms tdKG and Extr needed by Definition 5.1

are derived directly from algorithms GenTrap and Invert, whose
existence is guaranteed by Lemma 7.6.

Specifically,

• Algorithm tdKG is like the KG algorithm of DRegev with

the difference that A is not chosen at random from Z𝑛×𝑚𝑞

but it is computed by running GenTrap that returns A along

with trapdoor T. The secret key sk = e is instead sampled

from 𝐷Z𝑚,𝑟 as in the KG algorithm of DRegev. Finally tdKG
outputs pk := (A,Ae), sk := e, and td = T.
• Algorithm Extr instead takes a ciphertext ct, the public key
pk = (A, u) and the trapdoor td = T, and runs Invert to
obtain r and x such that ct = r𝑡A + x. Finally, Extr outputs r.

The proof of the theorem follows directly from Lemma 7.6. □

By Theorem 6.1, we have the following corollary.

Corollary 7.8. If the DRegev encryption scheme is IND-CPA
then it is Randomness-Requesting Anamorphic as well.

7.4 Dual Regev is Strongly Trapdoor
Randomness-Extractable

In this section we show that the problem of extracting the ran-

domness used by compute a ciphertext of the DRegev encryption
scheme is hard. Specifically, we will show that it is not easier than

1 − LWE. We have the following definition.
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Definition 7.9. The RFinding problem for the DRegev𝑚,𝑞,𝑟,𝛼 en-

cryption scheme consists of the following:

Input: ((A, u), e, (p, 𝑐)) such that

• A← Z𝑛×𝑚𝑞 ;

• random vector e← 𝐷Z𝑚,𝑟 ;

• u = Ae
• p := r𝑡A + x𝑡 and 𝑐 = u𝑡 r + 𝑥 + m⌊𝑞

2
⌋), where

– r← Z𝑛𝑞 ;
– x← 𝜈𝑚𝛼 ;

– 𝑥 ← 𝜈𝛼 ;

– m ∈ {0, 1};
Output: r

Note that in the RFinding problem we are given a DRegev public
key (A, u), a DRegev secret key e, and a DRegev ciphertext (p, 𝑐)
andwe are asked to compute the randomness r used to construct the
ciphertext. The following lemma shows that the RFinding problem

is no easier than 1-LWE (the special case of 𝑘-LWE for 𝑘 = 1)

Lemma 7.10. If the problem 1-LWE is hard then RFinding is also
hard.

Proof. We assume that efficient algorithmD solves theRFinding
problem. We will build efficient algorithm A that solves 1-LWE
problem. Indeed, givenA← 𝑈 (Z𝑛×𝑚𝑞 ), u← 𝑈 (Z𝑛𝑞 ), x0 ← 𝐷Λ⊥−u (A) ,
the goal of solver A is to distinguish between the following distri-

butions over Z𝑚+1𝑞

𝑈
(
Im(A+)

)
+ 𝜈𝑚+1𝛼𝑞 and 𝑈

(
Span(x+

0
)⊥

)
+ 𝜈𝑚+1𝛼𝑞 ,

where A+ = (u∥A) ∈ Z𝑛×(𝑚+1)𝑞 , x+
0
= (1∥x0) ∈ Z𝑚+1 .

Since the sample b is drawn from one of the two distributions

defined over Z𝑚+1𝑞 , we parse b = (b1, 𝑏2) ∈ (Z𝑚𝑞 ,Z𝑞).
The solver A computes the input for D as follows:

(1) Send A, u to D.

(2) Set e := x0.

(3) Set p := b1 and 𝑐 := 𝑏2.

It then runsD on the above inputs (including the public key (A, u),
the secret key e and the ciphertext (p, 𝑐)) to obtain a randomness

r ∈ Z𝑛𝑞 . If r𝑡 · A+ ≈ b then A returns that b was sampled from the

distribution 𝑈
(
Im(A+)

)
+ 𝜈𝑚+1𝛼𝑞 ; otherwise A returns that b was

sampled from𝑈

(
Span(x+

0
)⊥

)
+ 𝜈𝑚+1𝛼𝑞 . A succeeds because:

• When b was sampled from the distribution 𝑈
(
Im(A+)

)
+

𝜈𝑚+1𝛼𝑞 , then (p, 𝑐) is a valid ciphertext drawn from exactly the

same distribution as in the Dual Regev encryption scheme.

Because D can solve RandFinding problem, the returned

randomness r satisfies r𝑡 · A+ ≈ b.
• When b is sampled from 𝑈

(
Span(x+

0
)⊥

)
+ 𝜈𝑚+1𝛼𝑞 , we show

that the probability that there exists r such that r𝑡 · A+ ≈ b
is negligible. Indeed, as x+

0
A+ = 0 mod 𝑞, the projection of

Im(A+) mod 𝑞 on Span(x+
0
)⊥ mod 𝑞 is an identical map-

ping, and consequently, the probability that a random point

sampled from 𝑈

(
Span(x+

0
)⊥

)
is close to a lattice point in

Im(A+) mod 𝑞 is negligible.

□

The hardness of the RFinding problem under the 1-LWE assump-

tion makes the proof of the following theorem straightforward.

Theorem 7.11. If the DRegev encryption scheme is IND-CPA then
it is Strongly Trapdoor Randomness-Extractable as well.

By Theorem 6.2, we have the following corollary.

Corollary 7.12. If the DRegev encryption scheme is IND-CPA
then it is public-key anamorphic in the random oracle model.

8 Anamorphism for the Lindner-Peikert
Framework

In this section we apply our methodology based on Trapdoor

Randomness-Extractable encryption to the Lindner-Peikert (LinP)
public-key encryption scheme [22]. We proceed in four steps.

In Section 8.1, we give a quick description of the LinP scheme.

In Section 8.2 we prove that the LinP encryption scheme is trap-

door randomness-extractable. Therefore, by Theorem 6.1, we obtain

that LinP is Randomness-Requesting Anamorphic. In Section 8.3

we prove that the LinP encryption scheme is strongly trapdoor

randomness-extractable. Therefore, by Theorem 6.2, we get that

LinP is public-key anamorphic. The results are based on the Ex-

tended LWE Assumption [16].

8.1 The Lindner-Peikert Framework
In this section, we briefly review the LinP encryption scheme, a

public-key encryption scheme for bit strings of length ℓ from [22],

whose security relies on the hardness of the LWE problem. There is

also a variant of the LinP scheme in the module-LWE setting![19].

The LinP scheme is defined by a set of parameters:

• an integer modulus 𝑞 ≥ 2;

• two integers 𝑛,𝑚 ≥ 1;

• Gaussian parameters 𝑠𝑘 and 𝑠𝑒 ;

• a message alphabet Σ = {0, 1} along with a message length

ℓ ≥ 1.

In this section, we consider the public matrix A with size 𝑛 ×𝑚,

where𝑚 ≤ 𝑛 log𝑞. This condition allows us to generate a random

matrix A along with a trapdoor matrix T using the Micciancio-

Peikert method [24], in Section 8.2.

We define two functions.

• encode Σ→ Z𝑞 , encode(𝑏) := 𝑏 ·
⌊𝑞

2

⌋
• decode : Z𝑞 → Σ, decode( ¯𝑏) := 0 if

¯𝑏 ∈
(
−
⌊𝑞

4

⌋
,
⌊𝑞

4

⌋ )
⊂ Z𝑞 ,

and 1 otherwise.

We also extend encode and decode component-wise to vector mes-

sages msg ∈ {0, 1}ℓ .
Next, we describe the algorithms of LinP𝑚,𝑞,ℓ,𝑠𝑘 ,𝑠𝑒 and, from now

on, we will drop the explicit mention of the parameters.

LinP.KG(1𝜆).
(1) Sample A

$← Z𝑛×𝑚𝑞 .

(2) Sample R1 ←↪ 𝐷𝑛×ℓ
Z,𝑠𝑘

and R2 ←↪ 𝐷𝑚×ℓ
Z,𝑠𝑘

, and set

P = R1 − A · R2 ∈ Z𝑛×ℓ𝑞 .
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(3) Set sk = R2, and pk = (A, P). In matrix form, the connec-

tion between the secret key and the public key is repre-

sented as:[
A P

]
·
[
R2

I

]
= R1 mod 𝑞.

LinP.Enc(pk,msg ∈ {0, 1}ℓ ).
(1) Parse pk = (A, P).
(2) Sample e = (e1, e2, e3) ←↪ 𝐷𝑛

Z,𝑠𝑒
× 𝐷𝑚
Z,𝑠𝑒
× 𝐷ℓ
Z,𝑠𝑒

.

(3) Let m = encode(msg) ∈ Zℓ𝑞 , and compute the ciphertext

c𝑡 =
[
c𝑡

1
c𝑡

2

]
=
[
e𝑡

1
e𝑡

2
e𝑡

3
+m𝑡

]
·

A P
I

I

 ∈ Z1×(𝑚+ℓ )
𝑞 .

LinP.Dec(sk, ct).
(1) Parse sk = R2, ct = c𝑡 =

[
c𝑡

1
, c𝑡

2

]
∈ Z1×(𝑚+ℓ )

𝑞

(2) Compute

[
c𝑡

1
c𝑡

2

]
·
[
R2

I

]
=
(
e𝑡 +

[
0 0 m𝑡

] )
·

R1

R2

I

 = e𝑡 ·R+m𝑡 ,

where R =


R1

R2

I

 .
(3) Output msg = decode(e𝑡 · R +m𝑡 ).

8.2 Lindner-Peikert is Trapdoor
Randomness-Extractable

In this sectionwe prove that LinP is Trapdoor Randomness-Extractable.

We can then apply Theorem 6.1 and prove that LinP is randomness-

revealing anamorphic. In this section, we also base our proof on

the Micciancio-Peikert method [24] of generating a random matrix

A along with a trapdoor matrix T.

Theorem 8.1. The Lindner-Peikert encryption scheme LinP is
Trapdoor Randomness-Extractable.

Proof. The algorithms tdKG and Extr needed by Definition 5.1

are derived directly from algorithms GenTrap and Invert, whose
existence is guaranteed by Lemma 7.6. Specifically,

• Algorithm tdKG is like the KG algorithm of LinP with the

difference that A is not chosen at random from Z𝑛×𝑚𝑞 but it

is computed by running GenTrap that returns A along with

trapdoor T. Sample R1 ←↪ 𝐷𝑛×ℓ
Z,𝑠𝑘

and R2 ←↪ 𝐷𝑚×ℓ
Z,𝑠𝑘

as in the

KG algorithm of LinP. Finally tdKG outputs pk := (A, P =

R1 − A · R2), sk := R2, and td = T.
• Algorithm Extr instead takes a ciphertext ct = (c1, c2), the
public key pk = (A, P) and the trapdoor td = T, and runs

Invert to obtain e1 and e2 such that c𝑡
1
= e𝑡

1
A + e2. Finally,

Extr outputs e1.

By Theorem 8.1, we have the following corollary.

Corollary 8.2. The Lindner-Peikert encryption scheme is Randomness-
Requesting Anamorphic.

8.3 Lindner-Peikert is Strongly Trapdoor
Randomness-Extractable

In this section we show that the problem of extracting the ran-

domness used by compute a ciphertext of the LinP encryption

scheme is hard. Specifically, we will show that it is not easier than

HNFAextLWE. We set 𝑠𝑘 = 𝑠𝑒 = 𝑠 . To simplify notation, in this

section, we will be concerned only with discrete Gaussian error

distributions 𝜒 = 𝐷Z,𝑠 and 𝜒
𝑘
is simply the product distribution of

𝑘 independent copies of 𝐷Z,𝑠 . We have the following definition.

Definition 8.3. The RFinding problem for the LinP𝑚,𝑞,ℓ,𝑠𝑘 ,𝑠𝑒 en-

cryption scheme consists of the following: For a r ←↪ 𝜒𝑛 , let

(e2, e3) ←↪ 𝜒𝑚 × 𝜒ℓ , and m ∈ Zℓ𝑞 . Given as input a random matrix

A ∈ Z𝑛×𝑚𝑞 , R1 ←↪ 𝜒𝑛×ℓ , R2 ←↪ 𝜒𝑚×ℓ , define P, c1, c2 as follows

P = R1 − A · R2 ∈ Z𝑛×ℓ𝑞

c𝑡
1

= r𝑡A + e𝑡
2
.

c𝑡
2

= r𝑡P + e𝑡
3
+m𝑡 .

The goal is to find and output the vector r.

The following Lemma proves that RFinding problem is no eas-

ier than the HNFAextLWE problem. The formal definition of the

problem HNFAextLWE is in our full version ( [12], App. C)

Lemma 8.4. If the problem HNFAextLWE is hard then RFinding
is also hard.

Proof. We assume that D solves the RFinding problem. We

will build A solves HNFAextLWE problem. Given A ← Z𝑛×𝑚𝑞 ,

u← Z𝑚𝑞 , and Z0 ←↪ 𝜒𝑛×ℓ and Z1 ←↪ 𝜒𝑚×ℓ , the goal of solver A
is to distinguish between the following distributions

(A, r𝑡 · A + e𝑡 , Z0, Z1, r𝑡 · Z0 + e𝑡 · Z1 + g𝑡 )

and

(A, u𝑡 , Z0, Z1, r𝑡 · Z0 + e𝑡 · Z1 + g𝑡 ),
where r←↪ 𝜒𝑛 , e← 𝜒𝑚 , g← 𝜒ℓ .

The solver A computes the inputs for D as follows:

(1) Receive a challenge b from left or right distribution.

(2) Set R1 := Z0, R2 := Z1 and compute P = R1 − A · R2.

(3) Send A, P,R1,R2 to D.

(4) Form ∈ Zℓ𝑞 , set c1 := b, and simulate c2 from hints as follows

c𝑡
2

:= −c𝑡
1
· R2 + r𝑡 · R1 + e𝑡 · R2 + g𝑡 +m𝑡 .

If b comes from the left distribution then b𝑡 = r𝑡 ·A+ e𝑡 . The adver-
sary A then runs D on the above inputs to obtain a randomness

r ∈ Z𝑛𝑞 . If r𝑡 · A ≈ b𝑡 then A returns that b was sampled from the

left distribution

(A, r𝑡 · A + e𝑡 , Z0, Z1, r𝑡 · Z0 + e𝑡 · Z1 + g𝑡 );

otherwiseA returns that bwas sampled from the right distribution

(A, u𝑡 , Z0, Z1, r𝑡 · Z0 + e𝑡 · Z1 + g𝑡 ). The adversary A succeeds

because:

• When b was sampled from the distribution

(A, r𝑡 · A + e𝑡 , Z0, Z1, r𝑡 · Z0 + e𝑡 · Z1 + g𝑡 ),
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(c1, c2) is a correct ciphertext. Indeed,
c𝑡

2
= −c𝑡

1
· R2 + r𝑡 · R1 + e𝑡 · R2 + g𝑡 +m𝑡

= −(A · r + e)𝑡 · R2 + r𝑡 · R1 + e𝑡 · R2 + g𝑡 +m𝑡

= r𝑡 · P + g𝑡 +m𝑡 .
Because D can solve RFinding problem, the returned ran-

domness r satisfies r𝑡 · A ≈ b𝑡 .
• When b is sampled from the right distribution

(A, u𝑡 , Z0, Z1, r𝑡 · Z0 + e𝑡 · Z1 + g𝑡 ) .
Existence of r with r𝑡 · A ≈ b𝑡 = u𝑡 implies that r𝑡 · A is

close to a random vector u𝑡 . This only holds with negligible

probability.

□

The hardness of the RFinding problem under the HNFAextLWE
assumption makes the proof of the following theorem straightfor-

ward.

Theorem 8.5. If the LinP encryption scheme is IND-CPA then it
is Strongly Trapdoor Randomness-Extractable as well.

By Theorem 6.2, we have the following corollary.

Corollary 8.6. If the LinP encryption scheme is IND-CPA then it
is public-key anamorphic as well.

By Theorem 6.5, we have the following corollary.

Corollary 8.7. If the LinP encryption scheme is IND-CPA then it
is public-key KEM anamorphic as well.
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